
�����������	
������
��
�������������� ��
 

www.smallwarsjournal.com 

�

����
����

������������������������ ��������������������������������� ���

� ���!��"� ���!��"� ���!��"� ���!��"� ���
####�$���$���$���$�� ��� � $�%���$�%���$�%���$�%��� ��� � ����

����

���� ����&������&������&������&�� ��� � $�!�����$�!�����$�!�����$�!����� ���� "���$�"���$�"���$�"���$���� ������ ��� ����

������������ '''' ���������	$%�������������	$%�������������	$%�������������	$%���� '''' �$��$��$��$� ����

����

����

����

����

����

����

�

www.smallwarsjournal.com 

SMALL WARS JOURNAL  
SWJ Magazine

Volume 8
May 2007

��	���(�)*�+���,�-.+������������	
��������+�/�0�*�. +,�

0�������������	
���������'�

�

�$!1���&��2������0�������������	
���������'��

!+��*��*
��*��(���-+,�-
�/�*�-��*�(�+�3
/*+��4
��/+ ��
�����

�
�53
��+�3*�����+'���,,*-*
����-+����
4���+���+�/
 �-+,�

�-�666'�����6���7
�����'3
� '���

�

�
�#���%��������������.
��,�0+��+�*+,��/
��6*-.
�-�

4��-.+��*�8+�-*(�-*
��
���
���/��-���44*3*+�-�-
��� -*�4���
��

*���
���*�,+/+�,+�-�7�,(�+�-�-.�-�*-�*��-��+'�

�

�
�-�3-9�

3
��+�-:�����6���7
�����'3
��

��0�*-:�����6���7
�����'3
��

�

�*�*-��*�*-��*�*-��*�*-�666'�����6���7
�����'3
�666'�����6���7
�����'3
�666'�����6���7
�����'3
�666'�����6���7
�����'3
� ����



�� �
��������������
������������	
������
 

www.smallwarsjournal.com 

��� � �������������������� ��� � ���������$#��&�����������$#��&�����������$#��&�����������$#��&�� ��"��"��"��" �������� $�����$�����$�����$����� ��� � ���$�;����$�;����$�;����$�;� ���� 1����1����1����1���� ����
<���3
--��6���
�<���3
--��6���
�<���3
--��6���
�<���3
--��6���
�� ���

����

�=-�+�*�-�(�
�/���*����(+�-�����,��+�*�-��3+�

+�+�+�-��3
�-*��+�-
���+���/�
8*�+,��=/�
�*8+�

"+8*3+��>��"?�-
��--�3@�3
��*-*
��4
�3+��-
�-.6��-�

A*�4*,+�������,+��BC�
33�/�-*
���3-*8*-*+����,�

������-��*8����+3-��*���4�3-*
��'���.+�+44+3-*8+�

��,��
653
�-���"�6+�/
��*�����D�.*,+�������-

��

3�+�-+,�6*-.*�����+���*8+��
3*����+-6
�@����-+��

��,�*-����+�6*���/+��*�-�*��
//
�-��*�-*3��--�3@��

*4�-.+��-�-���D�
�,
+���
-��.*4-'���.*����"�

���-+� � �4��-.+��,+8��-�-+�����D�6*-.�+8
�8*�(�

��0��.��33���3����,�3
�/
�+�-�

�
/.*�-*3�-*
���3�+�-+����//��53.�*��*�3
�+�


//
�-��*-*+��6*-.*��-.+�3
����*-�����,�

0+3@
���-.+��
�-.�6.
��+D�*�+����
3*��5

/��3.
�
(*3���
�-�+-'���+(�+--�0������"��6*���

3
�-*��+�-
�0+���6+�/
��-
�3.���+��-.+�-.�++�

A��C��--�*0�-+,�-
�*����(+�3*+�9��+�+�-�+�-��

�+�*�-��3+����,��+8+�(+�����+����
3*���

*�/�
8+�+�-��3���0+���/*,���*�/�+�+�-+,�
��

-.+���//
�-*�(��+-6
�@��3���0+�,+0*�*-�-+,'�

��--*�(�
44�-.+��+(+�+��-*8+�.�,��5�.+�,��
4�

,*�/���-+�*����(+�-��+-6
�@��*���+�����

*�/
��*0�+'���=3+��*8+�,*�+3-��3-*
��6*-.
�-�

-*�+���*�-+��*(+�3+������-.+��*�@�
4�3*8*��

*�4�*�(+�+�-����,�*����(+�-�/�
/�(��,��


//
�-��*-*+�'����/-��+���,�@*���3
��-+�5��"�

�
��-*
���0+*�(���+,�-
,���.�8+��*(�*4*3��-�

3
��-+�5+44+3-��
4���*+��-*�(���,���(+�*�(�

��������D*�'���.+�/+�3+*8+,��
3*���*�4��3-*
���

3�+�-+��
�+�,*�3
�-+�-�6*-.*��-.+����D*�

                                                 
1 The IED “System” refers to the overall compilation and 
interaction taking place to create the IED.  This entails a human 
system that finances, recruits, indoctrinates/trains, safeguards, 
emplaces, and detonates.  It also includes the device system 
which procures/assembles, moves the device to the human or 
location, and eventually the OBJ/TGT. 
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2 USAF uses a fairly good model that consists of 2 components: 
Criticality (Value, Depth, Recuperation & Capacity); 
Vulnerability (Cushion, Reserve, Dispersion, Mobility, 
Countermeasures & Physical Characteristics), Ref JP 2-01.1. 
3 Kai Stinchcombe, How Can Governments Disrupt Terrorist 
Social Networks? Draft 10/16/04 
http://www.stanford.edu/~kstinch/academic/stinchcombe_terror
networks.pdf 
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4 Valdis E. Krebs, Uncloaking Terrorist Networks.  Source 
Online: 
http://www.firstmonday.dk/issues/issue7_4/krebs/#author#autho
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5 Reference based on a proposal submitted by Dr. Ali Hameed 
Rasheed, to the Ministry of Health in Baghdad to create a 
psycho-social mental health referral system for children in Iraq.  
Documentation coincides with many other sources on the topic 
of PTSD in the Middle East.  
6 Youth Issues and Traumatic Behavior has been referenced in 
numerous articles, some of which were written by Jonathan 
Powers, a former U.S. Army captain who served in Iraq in 2003, 
who now works with kids there.  Other references were made in 
Newsweek, The Next Jihadists, January 22, 2007.   These 
observations follow many similar studies on Palestinian children 
written by Samir Qouta, Raija-Leena Punamaki, Eyad El-Sarraj, 
and Derek Summerfield.  In 2006, a study by Iraqi psychiatrists, 
sponsored by the World Health Organization, found 30% of 
children surveyed to be suffering from post traumatic stress 
disorder.  Of those also surveyed, almost 50% had been exposed 
to a major traumatic event.  In another study by the Association 
of Psychologists of Iraq, 92% of kids surveyed showed signs of 
learning impediments.  It is estimated that only 30% of the 3.5 
million Iraqi elementary-age kids are attending school now, 
down from 75% last year.     
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7 Fourteen U.S. soldiers were killed recently in their armored 
vehicle by new shaped-charge Improvised Explosive Devices 
appearing in the insurgent theatre of operations.  John Ward 
Anderson, “Bigger, Stronger Homemade Bombs Now to Blame 
for Half of U.S. Deaths.” The Washington Post 26 October 
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2005. http://www.washingtonpost.com/wp-
dyn/content/article/2005/10/25/AR2005102501987.html  
8 Newsweek, p. 32. January 22, 2007; similar references made in 
Global Guerillas “The IED Marketplace in Iraq” and same 
article written by Greg Grant, Defense News, August 3, 2005; 
Bomb Squad discussions; Defense Technology International, 
Behind the Bomb Makers, January/February 2006; 
www.iraqslogger.com; and other black market reports/sources.   
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9 This follows typical escalation of black market operations of 
guerrilla organizations.  Observations from Iraq mirror many of 
the published works of R.T. Naylor’s research of insurgent 
economies.  
10 Experts estimate that 150,000-500,000 barrels of oil may be 
stolen per day due to the black market.  Sources published and 
Iraq Study Group Report illustrate the Iraqi political leaders 
tendencies to pursue their personal, sectarian, or party interests, 
and that corruption is more responsible than insurgents for 
sector breakdowns.  Many U.S. trained Iraqi Freedom Forces 
used their station to extort their fellow Iraqi citizens for money. 
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11The basic response by adversaries has been to increase the 
number of IEDs at the risk of quality and complexity.  This 
creates a quality all of its own. 
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12Steven Levitt and Stephen Dubner, Freakonomics: A Rogue 
Economist Explores the Hidden Side of Everything, Harper 
Collins, 2005, pgs. 109-112. 
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13 The trend for younger participants is not exclusive to Iraq.  
Most data on those in the ranges of 12-18 comes from research 
on Palestine.  Applicability is based on mirroring of 
circumstances and post traumatic stress disorder coupled with 
unemployment, daily violence occurrences, and the overall 
bleakness of life.  Christian Science Monitor published an article 
to this point on 5 March, 2004 “As life looks bleaker, suicide 
bombers get younger.”  Also published was a statement in Al 
Wasat 29 March 2004 that 25% of Palestinian boys ages 12-17 
wanted to become suicide bombers.   
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14 Recruiters and indoctrination agents capitalize on existing 
psycho-social factors to develop a ‘doctrine of necessity’.  The 
factors are: Diagnostic Argument (what’s wrong w/status quo, 
list grievances) and the Prognostic Argument (the solution is 
only possible thru violence). 
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15 Destabilizing Networks, Kathleen M. Carley, Ju-Sung Lee, 
David Krackhardt, Carnegie Mellon University, November 
2001.  
http://www.ksg.harvard.edu/complexity/papers/connections4.pdf 
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16 Kai Stinchcombe, Ibid. 
17 Destabilizing Networks, Ibid. 
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18RAND has also done work in this area through Future 
Insurgency Threats.   A comparable theory is called ‘Network-
Oriented Subversion’.  RAND also calls for another 
complementary component called ‘Network-Oriented UW’.   
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19 Matthew S. Shane, Jordan B. Peterson (2004) Defensive 
Copers Show a Deficit in Passive Avoidance Learning on 
Newman’s go/No-Go Task: Implications for Self-Deception and 
Socialization, Journal of Personality 72 (5), 939-966.   
Additional research in this area is found in: Ego Defense 
Mechanisms: The Unconscious Art of Verbal Defense; works on 
brainwashing; and problems with psychoanalytic techniques.     

4��*������,��
3*���3
�-�3-����
�(�-.+���"���//���

3.�*�'���.+�/��.�
4�/+�3+/-*
�����,����
��*��

6.�-�3���*+��-.+�A8*���C�*������-*3�3�3�+�3�+�-+,�

0����3
�-�*8+,��
��-*
��-.�-�,*�+3-���3
��+��-+��

-
�-.+�-��(+-���,�,���(+��
��
�-��3*)+��-.+�

(�
�/�4�
��6*-.*�'���.*�+�*-�,���(+��

*�,*8*,����B�3�+,*0*�*-����,�-���-��*-����
�

,+3+�+��-+��-.+�4�
6�
4�@�
6�+,(+���,�

*�4
���-*
���3�+�-+���
�+�0
--�+�+3@�����,�

�+,�3+��*��
8�-*
�'�

�.+�4��*����-��3-��+�*�����*-��-*
���*@+����D�

��@+��-.+�8*�����/�+�,���,��0�
�/-*
���3-*8*-��

6
�@��
�6+��'���.+��
�+���@��.
6������

�+��-*8+��������D*�.���*����.��,�+,��*�+���,*����

-.+����6+��*���*@+���-
�0+����-*/�+�.��,�+,��
4�

*�,*8*,�����3
��*,+�+,�-
�0+�4��*��'�����*-.*��

-.+��+�3.�
4�-.+�+�4��*�*+����+����
�0�

,�4+�,��

-.�-���+�8+�����3.���*8+�*�����D�6.+�+�
�,�

�3
�+����+��+--�+,�0��*�4
��*�(�
���,8+����*+�'��

�
�4��+,�(�
�/�*,+�-*-��-.�
�(.�������-�0�+�

���-+���.*4-���-�������*�3�+��+��4�*3-*
��4���.5

/
*�-�'�

�

M�0*��.�Z����(+�-�*0+�>J������?�

��.*��.�Z���7
��-�*0+�

#�@.,.�Z�3����

#��,�.�Z���0���3.�
4���3����

;.����Z�4*8+5(+�+��-*
��(�
�/�

&������.�Z��+8+����.
��+.
�,��

<��-�Z�.
��+.
�,�

�

���
��-�.��,���+��*(�*4*3��-���,*44+�*�(�

*,+
�
(*+��-.�-���+�3���+�-���3
.+�*8+�0��+,�
��

��3+�-���*)+,�-.�+�-�
4�-.+�%��
33�/�-*
�'����3.�


4�-.+������(�
�/��*�����D��+��*��*��,*�-���-�
4�

-.+�
-.+����,��
�-�.�8+�/�����
4��--�3@*�(�



�����������	
������
��
�������������� �J�
 

www.smallwarsjournal.com 

+8+���
�+�
//
�*�(�4�3-*
���6.+��-.+�%��*���
�

�
�(+�����*(�*4*3��-�/�+�+�3+'��$�+�+=5�*�*-����

*����(+�-�6����+/
�-+,�����-�-*�(��A$�+�,���

6.+��-.+�+���+��
��
�+���+�*3�������6*���@*���

-.+���7�.+,*�'C��$4�-.+���*�����+,�(�
�/������

M�+,�B��$�(��*)�-*
��*���+�
/
-��*��*���
�-�

3�
�+������
3*�-+,�6*-.������*3�+=-�+�*��'��.+�

�����*3������*�����D�*���
�+�
//
�*�(�6*-.���

��-*
���*�-�
�-�

@'����<
-.��*,+��3���0+�

+=/�
*-+,�0��+,�
��/
6+��*�-+�+�-����,�����

�*,+���6.*�+�,+3+�-���*)+,���+������
�-�

+=3���*8+���
��-+3.�
�
(��-
�4�+��-.+*���+-6
�@�

0+.�8*
�'��$-.+������*���,��.*��(�
�/��3���0+�

�44+3-+,�*�����*�*��������+�'��.+��
3*���8*����

�/�+�,�-.�
�(.�/+�8��*8+�-+3.�
�
(��3���0+�

�+8+��(+,�-
��+4�+��
�,�0�

,�4+�,��3���*�(��/
��


�,�3
,+��
4�.
�
��-.�-��-*���/�+8�*�'��!�
-+3-*
��

��,�3
���0
��-*
��6*����+3+,+�-
�-.+�4��*����3�����

��,�-�*0+'   �-��-+(*3���,�
/+��-*
���+8+��

+�/�
��+�-��
4��*8*���44�*�����,�!�1$!��4
�3+��

��+�6+���/��3+,�-
�,*��+�*��-+�-.+�8*���+��*��

��
-.+���8+��+�
4��
3*����//�
�3.'�  

�*�*����-+3.�*D�+����+���+,�6*-.*��-.+�%��

/�*�
�����-+��6.+��3
�8*3-�(��(��,*�/����

*�3�+��+,�3

�,*��-*
����,�3
���0
��-*
�'��

����,��3���
�3.+�-��-+��*4-��-
�3�+�-+�6+,(+��*��

-.+���*-��0���+(�+�-*�(�
�-��3-*8*-*+��
4�

3
���0
��-*
����3.����/�
-+3-*
������((�*�(��

(��0�*�(��,��(�����,��.�@+5,
6��'������

�/
�-��+
���
��+�(*�++�+,�+8+�-�3���0+���+,�

�����/�+3*/*-�-*�(�4
�3+'��<��*��-*��*�(�,*�-���-�

��,�4*�(+�*�(�
�+���
-.+��6
�,��/�+�,����,�

+�3.�(�
�/�(
+��0�3@�-
��
�+�*��������3-*8*-*+��

��-*��-*�+�.���/���+,�-
��--+�/-���
-.+��

3
��
�*,�-+,�+44
�-'���8+��-.+���,�+�-
�-.+�4��*��

�+8+���
4�-���-��+�3.�-�����3-*
���,+����
��4�8
���

*��
�������(

,����-.+�/+�3+*8+,��.
�-5-+���

0+�+4*-�'���
�,�-��8+���4��-�-
�3+��+�
/+��-*
���

                                                 
20 International Crisis Group, “In Their Own Words: Reading 
the Iraqi Insurgency,” Middle East Report, 
50 (Brussels: International Crisis Group, 2006), 1-3. 
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21 Colonel Ken Tovo, From the Ashes of the Phoenix: Lessons 
for contemporary counterinsurgency operations, Special 
Warfare, January-February 2007, Volume 20 Issue 1, p.12. 
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22 Given the nature of some complex IED networks or the overly 
simplistic supplies where weapons are just given away with no 
repeat affiliations, the viral attack system does not necessarily 
work in every situation.  IED-social network countermeasures 
must still calculate the action-reaction counteraction dynamics; 
cumulative, cascading, and collateral effects; comprehensive 
possible sequels or outcomes and then prepare robust plans to 
address those most likely to occur in order to avoid unintended 
effects.   
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